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Risk-Based Security at the National Labs:
A Report of The Commission on Science and Security
AnneWitkowsky

Tension between science and security is not new, and it is not new a the Department
of Energy laboratories. But, the turbulence that these laboratories experienced over the last
svad years in the wake of the Wen Ho Lee investigation and the missing disk drives have
put a risk the vitdity of some of the nation’s most vauable assets.

With the high-profile dlegations and security violaions at Los Alamos as a backdrop,
Energy Secretary Bill Richardson chartered the Commisson on Science and Security in
October 2000 to assess the chalenges facing DOE and the newly crested Nationa Nuclear
Security Adminigration (NNSA) indde the DOE. Its charge was to examine how to
mantan excdlence in the conduct of science in the naiond laboratories while protecting
and enhancing national security. The commisson was asked to examine al DOE nationd
laboratories (not just the three large nudear wegpons labs where dassfied work is most
concentrated) in order to address the Department’s broad range of cdassfied and uncdlassfied
activities and  information. That was because many of the newer security and
counterintelligegnce measures  deeply  affected  unclassfied work and  open  stience
laboratories. The commisson was comprised of 19 diginguished members from the
stientific, defense, intdligence, lav enforcement and academic communities.  John Hamre,
Presdent and CEO of the Center for Strategic and Internationd Studies (CSIS), chaired the
commisson and CSIS provided support to the Commisson. In May 2002, the commisson
presented a find report to Secretary Abraham, who had re-chartered the commission after he
took office.

The commisson found thet the context for its work was an environment where over
the past two decades, the conduct of science and the security landscape have changed
condderably.  Some problems ae long-danding in the dructure and culture of the
Department. At their core, they reflect the difficulties that the Department has had in making
the trangtion from a world in which our naiona security laboratories were fairly insulated
from the outsde to one in which they have -- and need — much greater scientific interaction
with other laboraiories, inditutions and indusry. The naure of open science, in turn, has
become much more internationd, collaborative, and networked. And these interactions are
taking place in an environment in which the thrests to our security have become more
complex, multifaceted, and sophidticated, as our nation grapples with the war on terrorism
and preventing wegpons of mass dedtruction from faling into the wrong hands.  Accordingly,
providing for both excdlence in stience and security requires increased vigilance and threet
awareness on the pat of the nationd laboratories, within a risk-based security system that
will dlow open, unclassfied scientific interaction to flourish.

The commisson fet that the controverses following the Wen Ho Lee invedigation
and the invedtigation of the missng hard drives exacerbated many of the Depatment’'s
exiging problems  Wadl-intentioned, but poorly engineered, security procedures imposed in
the wake of the security scandals were found to be undermining an amosphere of credtivity
and innovaion. This legacy deeply affects the open stience community & the laboratories
and ultimately will undercut not only DOE's science programs, but also our nationd security.
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Summary of Analysis

The commisson concluded that new goproaches to improve security and
counterintelligence must be developed, in a way that is complementary to the practice of
stience in the laboratories. Its report provides recommendations in five key aess that, if
implemented, will provide a longterm drategy to help the Department of Energy meet its
science and security  gods. The commisson's overarching finding was that the DOE's
current policies and practices risk undermining its security and compromising its science and
technology programs.  In support of this finding, the commission identified five fundamenta
problems.

Fird, the commisson found tha the Depatment's continuing management
dysfunction impairs its ability to cary out its science and security missons. Even the bet
security policies and sound processes for their development will not be effective if strong
leedership and effective management are lacking. Many well-intentioned reform  efforts,
piled on top of a gructure that traces back to the early days of the Manhattan Project, have
crested an organization with muddy lines of authority.  The rdationship between the
Washington and regiond offices of the Depatment, and the contractor-owned laboratories,
creste a complicated layered structure in which assgning accauntability is difficult. Multiple
condituencies mean that interna Depatment battles consume an inordinate amount of time
and can be fought over and over repestedly. As a consequence, the development and
management of security policy lack clarity, consstency, and broad strategic planning.

Second, collaboration between the science community and security  and
counterintelligence eements has been badly dameged. The commisson found no one from
the sdentific community who thought it was unimportant to protect nationa security
information.  Nether did it find anyone from the security community who fdt Iaboratory
scientigts did not need to interact with outsde peers.  The commisson did find widdy
differing views on what conditutes a dgnificant risk to nationd security and how best to
minimize those risks There are deeply held differences dividing the communities over what
requires protection, how much protection is needed, and by what means tha protection
should be provided.

Third, the commisson found that DOE does not have an effective sysem for ride
based security management that encompasses the entire DOE complex. The Department
lacks an gpproach for assessing risks to its assats that takes into account the entire DOE
sysem. Thus, it does not have a means of comprehensvely determining priorities for the
protection of those assets DOE dso lacks a budget process that could support security
decisons based on establishing risk and priorities.  Therefore, spending on security overdl is
missing an underlying rationde, and cannot take into account the opportunity codts to science
of implementing security messures.  Additiondly, the Department does not have the needed
counterintdligence  andyticd  capabilities to  support and shepe ridebasad  security
management.

Fourth, the Depatment’'s invesments in new tools and technologies for its security
and counterintelligence programs are woefully inadequate. In the last few years, security and
counterintedligence have received dgnificant funding increases, but the commisson found
that virtudly no resources were being devoted to devdop systems that move beyond the
Department’'s labor-intendve, paper-based security sysem. This lack of automation and
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integretion creates missed opportunities to significantly improve the monitoring of processes,
fadlities, and databases, and bogs down management and scientits under unnecessary
adminidrative burdens.

Findly, the commisson found that cyber security lacks sufficient priority in the
Department. Management of DOE networks needs dgnificant improvement. More than any
other area, cyber security demands strong, smoothly functioning processes to ensure that the
laboratories can protect themselves againgt cyber threatsin amanner that is risk-based.

Summary of Recommendations

To make the necessry changes, the commisson argued that the Department must
edtablish a security and counterintelligence program that is sustaindble for the long term —
one that is riskbased and talored to the missons and activities of the laboratories. Its  report
suggests five overarching sets of recommendations, summarized below.

1. Clarify Lines of Responshbility and Authority. Frg, if reforms in security and
counterintelligence programs are to succeed, the Secretary and the Adminigraior of the
Nationd Nucler Security Adminigration (NNSA) must address basc organizaiond
problems & DOE, mogs dgnificantly confuson over “ling’ and “daff” respongbilities. The
commisson recommends claification of the chan of command between the Secretary and
the laboratory directors most important, that responshbility for security, like sofety, or any
other operationd matter, must rest with line management. Together with a more clearly
defined chain of command, DOE needs to reduce excess layers of management and staff that
have built up within snce the late 1980's To support a more disciplined decison-making
process on dl matters, including security, the commisson recommends that the Department
ingdl a rigorous multiyeer budget process, moddled on the Panning, Programming,
Budgeting, and System (PPBS) at the Department of Defense (DOD). Reated to this point,
the commisson sad that the idea of a separate security budget, adminisered by someone
other than the Bboraory director as the line manager, is a flawed concept, and recommended
that line managers control the resources required to execute their missons.

2. Integrate Science and Security. DOE leadership must ensure that science and security
a DOE is an integrated enterprise — collaborative and complementary. Firgt, the commission
underscored the importance of ensuring thet laboratory directors have full respongbility and
authority for science and security, and of holding them drictly accountable.  The laboratory
director must be chief stientis and chief security officer. Scientigss and engineers
throughout eech laboratory must be invested in carying out their missons securdy, but this
will only happen if laboratory directors themsdves take a strong leadership role. Contracts,
directives, and other guidance to the laboratories must reflect this philosophy; they must be
performance-based so that laboratory directors have the capacity to implement them in a
manner that is consistent with the work at their sites. At the same time, DOE oversight must
be rigorous and DOE leadership must demand — and reward - accountability. To improve
collaboration, the commisson aso recommended the credtion of a highHlevel, Department
wide laboratory security cauncil for the development of security policies. Its representation
should incdude security, counterintdligence, the fidd offices Iaboratory personnd, and
others for whom security policy decisons will have a dgnificant effect. The commisson
further recommended that laboratory directors edtablish comparable groups to integrate
security  decison-meking and  implementation a the dte levd. Together with these
integration improvements, the commisson sad tha DOE leadership must restore a climate
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of trugt within the Department, between managers a al levels, and between managers and
employees.

3. Develop and Practice Risk-Based Security. Third, the Department must develop and
practice risk-based security management. Risk-based security management is based on the
premise that sengtive activities are not uniformly didributed throughout an organization and
that assets representing a higher risk to national security require grester protection. A rigke
based system should provide for the ability to make decisons about the margind vaue (in an
economid’s  definition, i.e, additiond) of incressng investments in a given agpect of
security, and the tradeoffs between security aternatives, as wdl as the tradeoffs between
security and the science (programmatic) misson.  The commisson underscored that a
modern security system must find a way to baance resources, which are limited, and risk,
which can never be diminated.

Specificdly, the commisson recommended the establishment of a risk-based systems
goproach to the devdopment, andyds, and implementation of security policies throughout
the DOE complex. A key to the success of this gpproach will be clear guidance for the
laboratories about the Department's priorities for protecting its assets. That guidance can
only be devdoped with the paticpaion of nationd security, intdligence, and law
enforcement agencies outsde DOE. It dso will require a grestly improved threat assessment
process. The commisson recommended that risk-based management plans be developed
annudly across security functions a esch dte. Specificdly, in pardld with the fiscd budget,
the Secretary and the NNSA Adminigraior should issue a sngle DOE-wide integrated
safeguards and security plan that reflects the comprehersive plans agreed between the sSites
and federal managers.

To support this risk-based modd, the commission found that the Department needs to
srengthen, refocus and revdidate its counterintdligence program. It is crucid that DOE
leadership expand the Depatment’'s counterintdligence andytica capabilities in order to
conduct pattern andyss, monitor trends and provide the threst assessments that ae
necessay for a security sysem that is properly oriented around risk. The commisson
recommended that the program broaden its cooperation and information access across agency
boundaries, and, as discussed under “New Tools and Techniques” beow, invest in new
technologies. The counterintdligence program should assst in shgping security measures,
but leave the respongbility for decisons regarding security to line management; its primary
function should be collection, invedigation, and andyss In this regpect, the commisson
recommended that the counterintelligence program strengthen cooperation with the scientific
community for information collection purposess DOE ledership must ensure tha
counterintelligence officers have access to avalable information a dl laboratories, including
the unclassfied, open science laboratories. At the same tme, the commisson recommended
removing unproductive security burdens associated  with  collecting  that  information,
specificaly on undassfied foreign scientific collaboration.

The commisson aso made specific recommendetions for clarification or amendment
to a number of specific security policies. For example, the commisson recommended
amending the practices for controlling the confusng area of so-cdled sendtive undassfied
information. The current lack of management discipline around this type of information both
hinders the scientific enterprise and reduces the ahility of security professonds to control
this informaion where necessty. In the commisson's view, if information requires
protection, it must be classfied or protected by proper adminigrative controls thet are based
in statute and have clear definitions for use.
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4. Adopt New Tools and Techniques Fourth, the commisson recommended that DOE
augment its cgpabilities for security and counterintdligence with dgnificant investment in
new tools and techniques Specficdly, DOE mug devdop and invest in date-of-the-art
technologies for personnd authentication, access control to cyber sysems and facilities, and
data fuson and andyss techniques. The Depatment should invest in biometric and other
systems that would help make authentication and access control processes more robust and
less intrusve. By employing new technologies, DOE could drengthen postive identification
of employees and vidtors and dgnificantly reduce cumbersome physicad and cyber access
requirements.  In padld, the commisson recommended tha DOE invest in databases,
information sysems, and andyticd tools to peform data cross-corrdation, data mining, and
andyss for security and counterintelligence purposes.  Such tools are badly needed in order
to srengthen the anaytica capacity of the counterintelligence program.

5. Strengthen Cyber Security. Findly, the commisson recommended that DOE devote
priority dtention to srengthening cyber security; it is both the strength and the Achilles hed
of the scientific enterprise.  Other parts of the commisson’s report contain recommendations
that would improve cyber security, but the commisson dso made severd additiond
recommendations that are specific to cyber security. Firg, the role of the Chief Information
Officer (CIO) in DOE and NNSA should be strengthened by ensuring that he/she has
respongbility for cyber security, so that development of cyber security policies are integrated
with information technology sysems policy. The commisson dso recommended that DOE
esablish a cyber security advisory pand that utilizes the knowledge and experience of
outdde experts, to bring cutting edge solutions to the DOE cyber enterprise. Findly, the
commisson underscored that DOE mugt place a higher priority on timey implementation of
cyber security solutions that are dready developed, and do more to evduae emerging
technologies being developed by other agencies and the private sector.

Conclusion

When the Depatment released the commisson’'s report in June 2002, it sad that it had
implemented, or was in the process of implementing, many of the commisson's
recommendations, in part as a result of didogue with the commisson as work was underway.
It is dill early, however, to be able messure any results. The commisson has offered its
svices to as3d in any follow-up that the Secretary may request in these implementation
efforts.  As the commission noted in its report, DOE is a a citical crossroads. The future
srength of the nationd Iaboratories is imperiled. The commisson hopes tha the DOE
leadership recognizes its options The Depatment can continue to muddle through with
security and counterintelligence procedures that are out of date and undermine the hedth of
the nationd laboratories Or it can saze the opportunity to lead the way in the federd
government with development of amodern, risk basad security mode.

This article was excerpted in large part from “ Scienae and Security in the 21% Century: A
Report to the Secretary of Energy on the Department Af Energy Laboratories.”

For questions about the Commission on Science and Security, contact Anne Witkowsky,
Commission Director, Center for Strategic and International Studies, 202-775-3291 or
awitkowsky@csis.org
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